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o i2{HFEEE Symmetric Cipher AES ~ DES #1 3DES °

Hardware Crypto Engine — AES, DES, 3DES
Key Storage: OTP & SRAM
Random Number Generator

PIC24F 16 MIPS

LCD Controller (up to 512 segments)

SPIwith DMA/ I’S - 4
- UART with LIN -6 -
- Input Capture / Output Compare - 6 / 6 -
7 MCCP (6-PWM/IC/OC/Timer) - 3
- SCCP (1-PWM/IC/OC/Timer) - 4 .
= :

MEMORY BUS

PERIPHERAL BUS

Peripheral Pin Select (PPS)

b 10-bit DAC, 1 Channel
Deep Sleep Interrupt
v

64-pin: TQFP, QFN
100-pin: TQFP
121-pin: BGA
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@ MICROCHIP

B EE EER
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o NEMTEREEL B ELESS (Random Number Generator) 75 7] LA fE A
EZRNMAZEEELER ©

H PIC32MZ RIIER
o EEE THER Symmetric Cipher AES + DES #1 3DES °
o BINBEATEEEEAA T MD5 » SHA1 » SHA-256 + AES-GCM
HMAC & 3% 21 (Hash Function) °
«200 MHz, 5-Stage F'ipellijne

+ 32-bit CPU + DSP + FP! ‘ I c
High | cAN

[ | ool a2
DMA peed | 2.0b
i I B [ [

2ch. | 2¢h. || BCh. | ach.
OMA | DMA | DMA | DMA

MIPS32 M-Class Core

Instruction Data

‘ High-Speed Bus Matrix

Comparator | 12
rocy | 2MB Flas sizke RS - 5
Prefetch  pual Panel SRAM Eel
Live Update

‘ Peripheral Buses

POR Timer
(e © PWM (9)

B MPU32 &5IER
o 12{H1FEEE Symmetric Cipher AES #1 3DES
o T IEHEE Asymmetric Cipher RSA 1 ECC
o TEEEELBZ 428 (Random Number Generator)
o TEREHE =S| % SHA
* DDR Encryption
e Tamper Detection
* \/olatile Key Storage
® PCI Pre-certification

0

Payment security \

Hardware Crypto Hardware Crypto Hardware Crypto
engines engines engines
SHA, TRNG SHA, TRNG
AES, 3DES AES, 3DES
RSA, ECC (1) RSA/ ECC (by SW)

SHA, TRNG
AES, 3DES

| | sAmacN12 & | |
SAMA5D3

SHA , TRNG
AES, 3DES
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