® MICROCHIP

FE¥+7E3 Security Boot/Security Update B E {E

ecurity Boot 2 —EARBERAGAEFENEARIBHBIEN

Bt BEAZRIHEBERRANEERME BBEREAREXD
BERPEERAT UG ERAEANRARENER RS TRERE
ZEMZBEEZEMERX - AZEEFTRAERAIREFEREETRH
22 (Flash) 12 E FE B2 75 (Application Code) » 5@ A /N EBR] LAF) A
Security Boot R EZ BN IBT AW BEE K ° 2XFH B Security Boot 19
BEREL AERAMNBEERARNIWIREBRASR

Security Update i#72
MEEE : TEAEHREMRRNABRAENIEERE (Code Publish)
HBE—AM— /2D (Public Key) ML (Private Key)

( Data to send (3) Device to upgrade )
Firmware / Firmware / / Firmware
Update [ | Update [ ] _Update
Code Publish Digital
Signature Hash
, Function
Mfg.
Private Key
ECDSA
Firmware l Digital VERIFY
Hash | Digest ECDSA @ Signature
@ Function SIGN ]
3 y Memon
Public Key @ public Key L
\ CryptoAuthentication™ Device J

1. TETHRAERRER (Firmware update) FE:ZE %3538 Hash Function
(5120 SHA256) ¥EEVH Digest (Lt EEH21E A XOR & HERNEH
Checksum » 22 SHA256 Digest % 256-bit I KX Checksum * &5
BEME—15) o

2. BERENBHREEE (Code Publish) EE ¥ 22 #5HY Digest
EBHFIEEIT 2" (ECDSA SIGN) » MZiBEHNERE FIBIER
{72 E (Digital Signature) - B EEZABENEEE H 2B EXRAE
EBRABHNEMNEE MM ARSSWERREERENSHE
(40 ATECC608A) » G ¥ shiE o

3. KEFERERES%E (Datato Send) ZBELSHEESEN AT
BERFEFHNEE (Device to Upgrade) ° ETEH 2 A - FEHHE
BEXERFIEAREYUEENERMY -

4. EFEBHOELES > BEFENLBESE —EEYNABEFE > EiL
&A% “ N2 (ECDSASIGN) » A& I 2k "% " (ECDSA VERIFY) »
WEFEETEZEFEAERERENRAE - BT HERFEREEEN
R IFEE B (Code Publish) 1F " 2" HARABEFTRE —IRME
BB RP (OTP)  BREERARTABNWEEDNIR o

5. B# & (Device to Upgrade) ERBIEHE (Firmware update) %
B % 3% 38 Hash function (5121 SHA256) EEHLH Digest (NE% 1 %
) AR Digest RHE LR - K AEBARERDSNEIWEIZ
SRR HEEETESEFHER Digest (ECDSA VERIFY) - #2

B HEER

Microchip JEFE T 2T MicrocHIP '

N

=) ¢

HE AZEHRAAUENZEE - K2 RERZEHEALEE
F 7RIS (RA3E8 Code Publish HHHUHE)  KBES S
BB - BAHESHE R Digest T ENER N AEZNBIL
BE  ZEABATTEE-

Security Boot 12

#fE Security Update 25 5 P58 » BB AN SE3EB Hash Function
(fl4an SHA256) st E FE 2=\ 2 Digest » #Z # 2+ Digest 248 IE
B EBABRHBNEEERBLHE R ST EZERARERXMN Digest
(ECDSA VERIFY) °

$E1T Security Update ZEEHH K

1. —RMES T IS S
A7 8es 5T AL Security Update/Security Boot 5712 + H 558 4 123
HENBRABELIBR —XMERNTERTS (OTP) BAITE
MCU 2fit OTP IR T % » HEEHREHFER °

2. #T ECDSA VERIFY ¥
HB 5 PIRAFEHEMARER Digest BEANIBHUEZERNA OTP
BRI A#8EST ECDSA VERIFY BH - ZEEEHERA  TES
LA Cortex®-MO+ E{TEESHEE SV - BAME EERE NI ZHEH
BRBRSWERAEES -

H/W VS S/W Benchmark
6000
5000
S 4000
< ECC/SHA/AES
S Cryptographic
& 3000 Engine
2
= 2000
= ¢ d
1000
Pa— - - —_—
ECC256 Key Gen ECDSASign  ECDSA Verify ECDHE Key Agree
\ WATECC60SA M Cortex®-M0+ @ 48MHz ATECC608A J

Microchip 2% ATECC608A T 5h#t371E Security Boot Tk
ATECC608A RHUENFE BN R BFFEMREEMES - AUEBRSE
B 2REBNMEZRZE » BEHNEE Security Boot ° FFA&BETELIE AR
FHH ATECC608A B Secured EEPROM A » i 3E38 ECDSA FE£E N
BT Digest MENUHEENRFTEES (Verify) e MEFEERT A LIE
B RFE R (10 Protection Key) #iltl - R EEHBERETESR -
HEEREMFZSZEE AR
* ATECC608A EREE

https://www.microchip.com/wwwproducts/
en/atecc608a

* ATECC608A Fi3¢TH
https://www.microchip.com/
DevelopmentTools/ProductDetails/
DM320109

BE{ER > Microchip 85 A F
EE : rtc.taipei@microchip.com

B4R ERE ¢ 1T (03) 577-8366 o S (07) 213-7830

HilrZEE4 : 0800-717-718
o A4t (02) 2508-8600

Microchip #9 &M #IELA S K Microchip #1219 % Microchip Technology Incorporated £ 35 B A /8 H 1th Bl =R =i ith R AV X M ET4E © UL R AT B HbAZ19 AR EH B A FFE ° © 2019 Microchip Technology Inc. iRIEFTA °



